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Introduction

This paper introduces a general Bootloader implementation method of the TLE989X series. Bootloader can remotely
upgrade the product firmware (program) through any communication port, which solves the problem that the MCU needs
to dismantle the device or professional personnel, special tools, and on-site operation. The Bootloader provided this time
integrates part of UDS (14229, 15765 specifications) services with the TSMaster host computer to download APP programs
through the CANFD interface.

Overview

The content of this article includes: how to download the APP program through Bootload with the host computer.
TSMaster was used as the host computer of Bootloader, and UDS protocol was used to transfer APPHEX file to MCU (the
underlying communication protocol was CANFD). The Bootloader program parses the data packets transmitted from the
host computer, combines the APP code packets, and writes them into the target Flash space in order. The Bootloader
program will automatically quit running after the APP program in the target Flash area is started successfully. The APP starts

working. The flow chart of the process is as follows Figure 1:

rite the bootload
program

Virite the APP
program

Compile the APP hex file

The TShaster host initiates a
reguest for the UDS service

‘Compile the bootload.hex file

Bum the bootload hex file
fo the MCU

. Reguest UDS service
UDS =zervice work |1 |
>

>

UDS service response

T
'
. UDS 34 36 37 service
Receive the APP code rt Tequest is initiated The TSMaster host machine
packag I d * hex file
UDS service responge
i
1
The APP bundle is written fo :
flash 1
1
' [
1
1
Is the fransfer y
complete?
YES
Exit the UDS service
Restart the MCU
Running the APP

MO (continue downloading)

Figure 1
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1.UDS

1.1 Introduction to UDS

UDS (Unified Diagnostic Services) diagnostic protocol is a diagnostic communication protocol in the environment of
automotive electronic ECU, which is specified in 1ISO14229. At present, new cars on the market have diagnostic interfaces
for out-of-vehicle diagnostics, which allows us to connect diagnostic tools to the bus system of the vehicle. Therefore,
messages defined in the UDS can be sent to controllers (ECUs in the industry) that support the UDS service. In this way we

can access the fault memory of the individual control units or the program to update the ECU with new firmware.

1.2UDS Common services

Category Name SID(0x) Diagnostic Service Name
10 Diagnostic Session Control
11 ECU Reset
27 Security Access
Diagnostic and communication 28 Communication Control
management 3e Tester Present
function unit 83 Access Timing Parameter
84 Secured Data Transmission
85 Control DTC Setting
86 Response On Event
87 Link Control
22 Read Data By Identifier
23 Read Memory By Address
24 Read Scaling Data By Identifier
Data transfer function unit 2A Read Data By Periodic Identifier
2C Dynamically Define Data Identifier
2E Write Data By Identifier
3D Write Memory By Address
Storage data transfer 14 Clear Diagnostic Information
function unit 19 Read DTC Information
Input and output control function unit 2F Input Output Control By Identifier
Routine function unit 31 Routine Control
34 Request Download
35 Request Upload
Upload and download function unit 36 Transfer Data

LT X 2 AR 4801 5 209 =
Room 209, No 4801 Caoan RD. Shanghai
WwWw.tosunai.cn 2


http://www.tosunai.cn

Ul

U\icI&=E

37 Request Transfer Exit
38 Request File Transfer
Figure 2
1.3UDS download program flow

Step1: 1003 //10 Service switch to 03 extension mode
Step3: 85 02 //0ff DTC(empty service, no concrete implementation)
Step4: 28 03 01 //Service gateway packet (empty service, no specific implementation)
Step5: 10 02 //10 Service switches to 02 programming session
Step6: 27 01 //27 Service, unlocked, security verified.

Step7: 27 02

Step8: 2e 00 00

Step9: 31 00 00

Step10:(34. 36. 37) server //Downloading the APP.
Step11:11 //ECU reset.

LT X 2 AR 4801 5 209 =
Room 209, No 4801 Caoan RD. Shanghai
WwWw.tosunai.cn


http://www.tosunai.cn

TOSUVInIEE

2.Introduction of Infineon TLE989X MCU Board

2.1Infineon TLE989X series microcontroller storage space mapping

The storage space of Infineon TLE989X series microcontroller is designed to be arranged according to linear address.
The benefit of this is that RAM, ROM, Flash and register addressing is more convenient and intuitive. The physical address
range for IROM1 is from 0x11000000 to 0x11006000, and for IROM2 is from 0x12002000 to 0x12040000,IRAM1 has the
physical address range 0x18000000 to 0x18002000, and IRAM2 has the physical address range 0x18002000 to 0x18007C00.

The specific situation is shown in Figure 3 below.

OwFFFEFFFF
(et BOOTC00
IRAM2
ik (x1B002000
IRAMT 018000000
012040000
IRCKE2
Coed 2002000
11006000
IRCM1 i
0411000000
O D00OO0000

Figure 3

2.2The code storage distribution of Infineon TLE989X series microcontroller

The Bootloader of Infineon TLE989X series microcontroller is placed in the low address space of Flash starting from
0x11000000 address. After MCU is powered on, it will automatically start from Bootloader to check whether APP program
code exists, and then jump to APP for execution. If it does not exist, it enters bootload and waits for TSMster to initiate UDS
service request. The APP program is placed in an area behind the Flash. The APP program of this routine is stored from the
address 0x1200 2000. In fact, this start address can be changed to any other start address, as long as it does not coincide
with the Bootloader area and there is enough Flash space left to store the APP. The Id files for Bootload and APP are shown

in Figures 4 and 5 below:
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v

gion

LR TRCM1 Ox11000000 Ox00006000 f s load i e 1
383 = execution address

o
ER_TROM1 0x11000000 0Ox00006000 i ; load addr
* .5 (RESET, +First)
* {InRootSSSections)
.ANY (+RO)
CANY (+XO)
}
BEW_TRAM1 Ox01800008 Ox00001FFE i + EW date
.ANY (+RW +ZI)
}
RW_TRAMZ Ox18002000 0x00005CO0 {
.LNY (+RW +ZI)
}
1

LE_TROMZ 0Ox12002000 Ox0O000DG0O0
ER IROMZ 0Ox12002000 Ox0000DOOO f ; load address = execution address
LANY O (+RO)
¥

Figure 4

LR IRCMZ2 Ox12010000 OxD002E0QQ | i load reglon size regilon

ER TROMZ. O0x12010000 Gx0002E00G { : load address = execution: address
*.o (RESET, 4First)

* (InRootSS85ections)

.ANY (+R0O)

LANY  (+X0)

}
BW _TRAM] GOx12000000 Gx00002000 { ; EW data

LANY (+RW +ZI)

¥

LANY (+RW +ZI)
}

Figure 5

2.3Infineon TLE989X series microcontroller interrupt vector table

The interrupt vector table is essential at program startup and during the execution of interrupt service functions,
which is equivalent to the "directory" of the program. In particular, 0x00000100-0x00000103 holds the stack space MSP -
the value of the stack top pointer. Also, 0x0000 0104-0x0000 0107 holds the pointer to the Reset_Handler function. The

following screenshot shows the contents of a partial Vector.c file:
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__Vectors DCD __initial sp
oCD Reset Handler
oCD WMI Handler : NMI Handler
DCD HardFault Handler ; Hard Fault Handler
oCD MenManage Handler : MPU Fault Handler
DCD BusFault Handler ; Bus Fault Handler
DCD UsageFault Handler : Usage Fault Handler
DCD g : Reserved
DCD g : Reserved
DCD g : Reserved
DCD g : Reserved
oCD SVC Handler ; -5WCall Handler
DCD DebugHon Handler ; Debug Monitor Handler
oCD g ; Reserved
DCD PendSV_Handler s PendSV Hamdler
DCD SysTick Handler s -5ysTick Handler

Figure 6

When the Bootloader boots the APP, it needs to use the interrupt vector table of the APP. After the APP starts, it needs
to switch the Bootloader's vector table to the APP's own vector table. This process is called vector table remapping. In the
conventional program, after the interrupt is generated, the hardware automatically addresses the corresponding interrupt
service function entry and jumps to the interrupt function execution after the stack is pushed in the interrupt field. The

jump code is as follows Figure 7:

r el WLt FTLA Ll i 7

PMU serviceFailSafeWatchdogSOW():

[* Disable al
disable irg

1 interrupts */
{

15

[* point VIOR to new vector table */
CPU->VIOR.reg = USER APPLICATION VIAB ADDRESS;

[*Jump to new application */
BootJumplASM{ Address[ 0 ], Bddress[ 1] ) :

Figure 7
2.4Download the APP process

The microcontroller is powered on and started, the CAN is initialized, and the delay is 50 milliseconds to wait for
whether to enter the Bootload mode. If the Bootload mode is not entered, check whether there is an APP program at the
address 0x12002000. If the APP exists and there is no UDS service request, the MCU restarts and jumps to the address
0x12002000 to execute the APP program. If the APP program is not detected and there is no UDS service request, the MCU
R R X % 4801 %5 209 &
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will enter the Bootload mode to respond to the UDS service (such as 24, 26, 27 download service) request initiated by the
host computer. Until the host computer initiates the 11 service (microcontroller reset) request, the microcontroller is reset
to detect whether the APP code is downloaded. If the APP download is completed, the bootload mode will exit and the APP
code program will be executed at 0x12002000. If the download is not completed, the current state will still be bootload
mode. If the APP program has been downloaded before, the APP program can be directly re-downloaded in APP mode
without power down and restart. If there is an error in the APP, it can power off and restart. Before the 50ms delay ends, it
can send the instruction to enter bootload mode to download the APP again. The flow chart of Bootload downloading APP

is as follows Figure 8:

EBoofload
Fower on MCU

[ Initializing CAM ]

v

YES The delay is 50ms.

Have you received the UDS service
request?

Checking if the APP exists?

Y MCU enters Bootload response UDS service
A {dowinload APP file)

Has the APP code downloaded?

Running the APP

YES

Is there a UDS service request?

Figure 8

2.5MCU Status Introduction

Get a new chip, MCU is in state 0, then start to download bootload code, when the bootload code download success
will enter state 1, bootload code start to work. Once the MUC is in state 1, you can start downloading the APP code. If the
APP code download fails, it will enter state 3, at this time, the MCU is in bootload mode, and it can retry to download the
TSR E X 2 A B 4801 5 209 =
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APP program. If APP is downloaded successfully, it will enter state 2, the MUC will jump from bootload mode to APP mode,

and the APP will start to work. If the APP code needs to be re-downloaded, if the process of downloading APP is

interrupted or an error occurs, the MCU will re-enter state 3 and wait for the APP code to be re-downloaded until the

re-download of APP is successful, then enter state 2 and run the APP program.

0 1 bootload code

/N when the bootload

code successds,the
Dowrload the bootload code. MCU enters the

bootload state.

enpty flash bootload downloaded

successfully APP

downloaded

APP download failed successfully

Redownloading the
APP failed

e boctload code s
— If the APP cade download Infoimation abouttheApp | | 1@ APP code is
Information about the APP ! ) ) download
fails,the information related to o
? : 1
A soe the APP code will be deleted, il e e oY he
and the MCU will enter the MEY s thia
bootload state to wait for the PR Gt and iis
next APP download. the ARD programy

APP code downloaded

successfull Redownloading the
APP was successful

The APP code failed
to download

Redownloading the
k APP was successful

Redownloading the APF failed

Figure 9
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3.Download the experiment

3.1Software support package

As shown in Figure 10 below, APP1, APP2, bootload, TSmaster_bootload, and bootload usage documents are
provided in the file. APP1 file and APP2 file are APP routines for LED flashing at different frequencies. TSmaster_bootload
file is the configured TSmaster host computer software routine, combined with bootload can realize the function of

downloading APP. The bootload file contains the bootload source code.

APP1 2023/4/11 11:07 i
App2 202374111 11:16 it
- BOOTLOAD 20234417 1116 i
54, TS5 Master_bootload 202374417 11:15 i
[ testhex 2023/4f6 1414 HEX 3045 57T1 KB
By BootloadEAITE dowx 2023/4/6 1615 DG 30 14,103 KB
Figure 10

3.2bootload program download

Step 1: The chip is connected to the downloader.

Figure 11
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Step 2: Open the bootload file, click compile, and then download to the MCU.

=]

File Edit View Project Flash  Debug  Feriphersls  Tools SWCS WWindow  Helo
~ L P | I IE 0 0G| i emu LRA|a-|e
& (Ei Targat 1 AR e

Fropect \ 3B ] aethogstaredsd | memb |
= Project: MIBHCAN fire
=4 Target 1
ILJ PP : P

2] MutiCAN_handlare 2
& _1 Flash.c

L3 fiashih
systick h
ystick.c
rmain.c
MultiCAN_handier.h
rmainh
S can_isotp

5 [ canisotpe

1 FFoOUEVES

=0 meuncke
1 [ Uds server

5 D) sarvee

=] ups#7_sac

4 [ JumgToAPP.c

e cnss
049 Device

] Musitel_handlerc || ] MuBCAN nandienh ] mane | ] sbete ]

O BT K

CEEED

Figure 12

After Bootload download is successful, the LED light of P1.4 pin flashes at 500ms interval.

Figure 13
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3.3Download the APP via TSMaster

Step 1: Connect the CANFD channel of the same star TC1012P to the CANFD channel of the MCU.

Figure 14

Step 2: Open boot_TSmaster file, click Hardware - > Channel selection, select CAN, configure the number of channels

in the application, and finally configure the hardware channel selection to TOSUN TC1014 CANFD channel 1.

Foom|[Jnsprd A

7 Anahysis  Hardware  Program Simuiation Applcaton Project: Tools Help
= - % [ 1]
» | am © HQ
- Network  Channe| Werndor
Sekcton | Hardware  Mappng Selection
1 Channek Vendors
L3
20 C EF =3 | b Auto Mapping o% Select Vendor | @ Help ® Video Tutorials =
[0 ca]2
T Select Application Channel Count 3 Avalalile CAN Channel Count: &
@ Pesnay = Application Channel Alias Name Active Hardware Channel Selection
@ Ethernct [ CAM 1 CAN 1 a |O TOSUM TC1014 1 CAM FD Channel 1 (642565078304a) - J
4
5
Cannct find your device? Please check "Ssiect Vendor” on: top toolbar W 0K @ Cancel
- — —
Figure 15
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Step 3: Go to App - > Diagnostic Module - > Basic Diagnostic Configuration - >343637 Download File - > File Path to
load the hex file you want to download (e.g. App_lef2.hex).

i tnakss  Haneare  Pogam 5mna:m Popd  Tok  Hep

BB L R a s 5 R 4+ 2

App Teabox Diograstc Coltraton  Parameter  ADL Syre Test  EcelTest Signal CANCANFD D5 Cocke Matich Chlos
Marioger. Buder Mode = Hanager  “Curve * Modue Systern Modue * Comparer = Sequence Transmic = Generator Astomatin Automation
Aop Management Degwsts | 2 Cakbraton Test Sehson Code Gererzbon  Mathb Controder | CANae Controler
i 7

o 8 Eusble 07 11

£ 1 potaco g0 7Py Basic Diagnestic Connig B Diagnastic Canzale o Auomane Diagnastic € 3 - F Wi oG | #
| @St e =+ m @ |
S T
W 405 CretroDTCSting |Ar s ol e T Thtg 331222 &l e
Servkce e THEH
& rat {cherkaum ferey » 78GR 324222 T
S & Dota Trmnsmeson | | A 2T 144
W 522 RendDatabyertfi [Hex e Path fpetng_started x| ¥ 7 BLAND AP BODTLOADER EXAMPLE 1
foby | 4 ! - w5 AT 14
W 35 ReadMemoryByAddiess. Efase Bock{S3101 < ID + §34 + o i Erace = app
¥ §24 ReatScngDatatydentnir | |73 0 BOOTLOAD 23T AT
+ 1 . s 22 34T 170
B $2A ReadDitabyPeodadete | | -RouieD L] | Lestinge :
1 $2E WinetayHertrie | :"“ - E : Objects LTS Master bantioad HRHANT 1745
W SO Wt | | CDered Bespome | | i
4k Stored Dota Traremiasion ;m[znau‘?u:: AR 1 testhex 20230476 1414
o 50 | - i A | v 5 CCR_CHICK
W $19 ROt oS StaT Ackess Endiddiess 2 eppcheck main
i & Tnpetand Cutpue Contia i B gty _semvtocihox v oot
W 5F InpututputConrtByiert 8 [ ebcko St Address: 2010000 End Ackbese: 0012015 :
=5 Rt Rouine &5 APP1
W $31 Routecontml e
e Uiiood and Dovnbad Maragement
W $34 BagesDoenad 7 MuIGEAN first
W $3fEqeslpn
B 53 TraisfeData SEEN | | HexFie it hex 515 binm
W 57 BequesTrrdb
= ik Combresenvies FTHD) s
1 _$343637 Dowrloadrk
3
Figure 16

Step 4: Click Automatic diagnosis module - > Download file - >343637 Download file - > Download (label 4), you can

download APP_LED2.hex to the MCU.

Ciagnostc
UL B
1 rctoend (GOTF] B Sasic Daguostc Cong - B Dieguic Conscle | 9 Automatic Thagnesic | |
E00 4E|x”tmi wh 0 ) Bekodcmn M0 3| REmammen
|
DS TR T Rejusiin) H Rspongeln) [ ody & Pty
4 | B sedtoy SRS Py 1008 30 0 Ryl
B | sertog EHOGHEE P B2 50 IRy
B semwig B Py BB 510 T [Feynlse]
B | s | Pk 00 e bRy aiso
0 | sy Efi e Send el i 1 [Reyifay
O | seatony FRECHSIER | Py EC0CO00 Emo i eyt
TR ¥
il | Nomd el | 1 | HoResponie 0 [Reryofso]
3 ——
» s
Fa X0
Gobsolute.,, B Ident,., Ebessage Coament  Type Datde, RHABUEHETBEBULBUEBETBIRUDENE%]

Figure 17
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After successful APP download, it will change the frequency of P.13 and P.14 pin LED lights flashing.

Figure 18

LT X 2 AR 4801 5 209 =
Room 209, No 4801 Caoan RD. Shanghai
WwWw.tosunai.cn

13


http://www.tosunai.cn

TOSUVInIEE

4. TSMaster downloads the APP configuration

4.10pen the diagnostic module operation

Step 1: Open TSMaster's diagnostic module.

7 Arols  Hodwate  Begeam Gmdbton  Apphcatioe  ajéc Took il
= = ) » . -
o = @ B L B & = = i} td P-4
App Tostow Désgrostc Cakratai AL Gyme Test Do Test sorl CANCARIT DS Code Matiap b
Mariger - Bubder o~ aniges e Systerm  Mude = Clmgarer = Seguence Trasmi - Bererstor Auteimiaon Butormagon
App Management Dxngnostcs Calbraton Test Soktnh Code Gereratod Hatiohs Controder CAMOe Coatroler
Figure 19

4.2Configure diagnostic transport layer parameters

Step 1: Click the Transport Layer (ISO TP) button. Step 2: Go to the Diagnostic Transport layer page. Step 3: Configure
the bus type as CAN/CANFD; Channels are configured on demand (Channel1) The request ID is configured to 0x755. The
request ID type is set to Standard. The reply ID is configured to Ox7FF. The reply ID type is configured to be Standard.
Function ID is configured to 0x7DD. The function ID type is set to Standard. Padding bytes can be configured arbitrarily. The
maximum DLC of FC is set to [15]64Bytes. FD variable baud rate can be checked (checked to speed up the transmission

rate).

B fnable 0 B a-BE
T Protocol {1SOTP) | = Rasic Disgnostic Config Y Diagnostic Consale @ Autamztic Diagnastic
1

Basic DRgnosic SErvVice
3aa Hame ] akie Aa Coenment
2 Bus Type = CAND G B Type

-¢. Diagnostic Layer Charngl Channel 1 Trarspart byer charnel

£, Desrpbon Request 4 (w755 Transport layer request dentier
Request i Type Standard Transport leyer request identier type
FRespans: K Oy TFF Transport layer respanss denifer
PResponse i Type | Standard Transport layer response identifier type
Fupctond Id 070D Transport ayer functional dentier
Funceid I Type Stanard Trarisport lyer functional Kentler type
Fled Byte ) Fled e of frame
ST i ] STHn
ik S ] Sz of every tp package
FC Delry o The b between frst P frame and CF Frame
P Mas OLC [15]64 Bytes Mas DLC of every FD) Frame. s parameter s vabd ol 1 FD mode
FD 8RS | ] BE Rafe SWidtiable i FD) moos
Max Length 1026 Max kength of every service package
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Figure 20

4.3Configure the diagnostic service layer parameters

Step 1: Click the Transport Layer (ISO TP) button. Step 2: Go to the diagnostic service layer page. Step 3: Configure

P2Time(on demand) Step 4 Configure the online parameters of the diagnostic instrument (configure according to

requirements). Step 5 config the seed key for the 27 service.

ar B
1 Bt Dilagrostic Service
=1 DegnostcECl P2 Time .
£ Transport Layer
P2 Thmeout B0 :ms @ petal | 3
& Descripdon P2 Extended 54000 T ome
53 Server Time 30000 T oms #
— 5 8 petal
SHCerkTime 20000 : ms '
[ Trster Present :
Funcwordl - Marual Defroon
Seediiey
[ Seadkey DLL + X BE
Fseemev Code Seed¥ey_UserDelmp 5 -4
Refresh parameter of Iansgrt Byer sucoessiuly
Figure 21

— Request
— e
T |
i P2Timeout
Response Pending
P2Extended
v
Response Pending
Response Pending
Response
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Figure 22
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Keep or
Eeep teh to other
il Ixangz 1 no-defanlt session wwitch
default session no-defanlt ‘9:55“.111

Switch bn:k to default session

rullc ot

ECLT
e Tester Present
S3 ¢ hch S— — =
—_— Tester Present |53 server
Tl ¥

Figure 23

4.4Create a new diagnostic service (consider the 27 service)

The first step is to go to the basic configuration page. Step 2: Right-click 27 Secure access to create a new 27 service;
Step 3: Modify the security anti-access type.

g *

& Enable w0 1 1 a2
11 Protocol (50 TR s Diagnostic Conscle < Automatic Disgnostic
1
£ Dlagnosc and Commusication Mana An TremMams & aks 3
o W 510 DiagnosticSessonConiral fServicehame FEENE
4 W 511 EcuReset Rexuest 27 42 [generse by o]
POU[Rz2c0nk | |
REsponse 67 02
poti[zadonly] | —
= Functon 10 =]
Has Respons=

M 285 ControldTCSestng
W 587 UnkControl

e Data TransmEsn
522 RendDateSyidentfer
W 523 ReaoMemoryByAddress.

W $2¢ ReadScangDatadyEdertifer
W oA e An Hame [ Velie
W $2E WrikeDatasykdentfer SenumyACcessTy pe 02
it el || |
= Stoced Dats Trarsmisson Parametirs
W 514 OerDiagnosticinfiosmation Bryte Order | MoforE 18 Generate: Key Automatichy

N 319 ReadDTOnformation
= wfa Inputand Dutpur Control
W s2F Inpukcut puRControByldent
= uda Remote Routine
M %31 RoutineControl

[ Pesi swich o conaoks formn 1 wand o exenite e servee

Figure 24

When the host computer initiates 27 01 request, the lower computer responds positively and returns 67 01+seed (red
box in the following picture). After the host computer obtains the seed, it generates the key (blue box in the following

picture). It initiates 27 02+key request. If the verification sends a positive response through the upper computer 67 02 o

-81.103371 1 70D Positive Request req Tx 2 27 01
B1.103586 1 7FF Positive Response Pos Rx 6 67 @1 FD 35 21 @5
H1.207365 1 700 Positive Request req TX 6 27 0234 61 BB 42
B 1.007604 1 TFF Positive Response Pos Rx 2 6702

Figure 25
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The Key generation rule can be modified by modifying the seedkey in step 5 of Chapter 1.3 (loading dynamic link

library or writing code with seedkey).

=32 SeedAndiey Type2(u32 ASeed, ud2* AKey) (

1 ug i,length=4;

:  u32 key = Oxffffffff;

2 u8 buffer[4]={2};

1 buffer[@]=(u8)ASeed;
s buffer[1]=(u8) (ASeed>>8);
3 buffer[2]=(u8) (ASeed>>16);
7 buffer[2]=(u8) (ASeed>>24);
2 while(length--)
1

{
L key ~= (u32)(buffer[length]) << 24;
11 for (i1 = 8; 1 < 8; ++1)
1z {
13 if ( key & oxsoveee88 )
14 key = (key << 1) ~ @x@4Cll1DB7;
1= else
18 key <<= 1;
17 }

1z *AKey=key;
2 return @;

Figure 26

4.5 $34 36 37 Download the file description

The first step is to create a new 34 36 37 download service. The second step is to load the *.hex file in the file path.

Enable block erasure to be configured without automatic erasure. The routine identification symbol is configured to 8900.

The transfer exit command is configured without validation ($37). Enable block validation is configured to do no block

validation. The blue box contains some information about the loaded *.hex file (the download address should be greater

than 0x12002000).

Diagnoshic

Figure 27
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® 9 Enable Ar @ ©
Piatat 112 B3 Basic Diagnostic Confia  BY Diagnostic Console @ Autamatic Diagnostic
T e e
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- $87 UnkControl
1 5. Data Transmesion P s
—H §2 denti Hex Fie Path getting_started hex
B £23 ReadMemony Byaddress Erase Bock{$3101 + 0 + $44 + Mo Auto Erase
B %24 Readscalingl Para)
M $24 ReadDataByPerndicdentii i 4300
FH $2F WilteData = . a8
W 0 JByadd --Expected Resp
Si-4% Stored Data Transmesion lg‘fu‘:f Dowrioad DElaFTEL. o
“ $14 CearDiagnostictrformation. | |yiangrer Exit Command Block Check(§37 + Biock Checksum)
8 519 ReadDTCInformaton ~37 POU(DX) 137 KX KHOXK KK
Sk Input and Outpue Contral Checksum Block{$3101 + 1D +
Bock Checksum (Checksu block
—H $2F InputintputControByTdent § | Checksum) iy i eyety k)
5« Remote Routne ~RoutinelD 0202
#H $31 RoutineControl 54 5]
=% Upliad and Doweibad Manag ~Expected Resp
B 534 Requestownload ~Byte Order of Checksum  Motoraly
H 535 Requestlpioad User Defnz MaxNumOfBook ength B]
B 536 TransferData rlleer Lgthieliie) 22
B %37 RequestTransferbxt
o I CombneServices Blocks Start Address EndAddress Length Checsum
=-W $343637 DownloadFie =) §f getting._started.hex Checksum: 0x398DCC37
B [7] sbdo Start Addiess: 0412010000 End Address: 0X12015747  Data Length: OND0005748=22344  Chackeum: 0x398DCC3T
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4.6Download the file description

The first step is to enter the automatic diagnosis process interface. The second step is to create a UDS FLOW. The
third step is to load the UDS service request process (the request download process should conform to the UDS
specification). Step 4 Click the Download button to start downloading the *.hex file. The blue box gives feedback on service

requests and service responses.

Dhaghostic ®
] enable ar B

| Motnenl (150 77 P Basic Diagnestic Config  #¥ Diagnostic Console T
" 2w vl 4 | uniock | ek @ ) @ EvbecydcRun 100 2| Real Run Tmet

| L0 Test Fows @ vaid Type Wi ServiceName Address B3 Request{0x) F Resporse(oxy (D Deay T PFroperty
| im : Physc 1002 0 [Retry:0][Stop] |
|2 L] . {zHloTCRE Physe [BS 02 0 [Remy:10[Stop] |
[ ] Physe 280301 0 [Retry:0]Stop]
-] : | Pwse 1002 0 [Retry:0][Stop]
[-] SekctConfy  |#4HEE] | Physe | Seed Level:l 0 [Retry:0][stop]
d seectConfy  [RRIFOITSAMIE | rhysc 26000000 I s [Retry-o][stop]
B | seecconig  [THIF | Physc gettng started.fiex Foced 0 [Retry:)[siop)
| a Horma [ECUETS Plwysic 11 Po Response o [Reatry:0][Stop]
.
v Service Informanon - ke IS015765-2
U m x| O
Gabsolute. .. @ Tdent... & Message Comment  Type Data... @@ @1 A2 @3 B4 @5 85 87 P8 @Y
B 1.841361 1 70U Positive Request reqg T 2 12 a2
B 1.841573 1 VTFE Positive Response Pos Rx [ 58 62 01 F4 81 Fa
E1.103371 1 7DD Positive Reguest reg T 2 27 81
£ 1,183586 1 IFF Positive Response Pos  RX & 67 ©1 FD 35 21 @5
1= 1,287365 1 70D Positive Request reg Tx G 27 ©2 34 @1 EE 42
= 1.287604 I J7FE Positive Response Pos Rx 2 67 @2
5= 1.335398 1 70D Positive Request req TX 11 34 80 44 12 @1 BG @8 92 80
5 1,341091 . FEF Positive Response Pos  Rx a4 74 28 b4 @2
£ 1.484973 1 70D Positive Reguest req T® 1826 35 81 81 FE @1 FE @3 o0 80 |
3 0 ACTIC ) TEE Dneitive Docmanca [EE ow ] I At
Figure 28
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5.Introduction to bootload

The bootload program is downloaded to the MCU, and then bootload with the TSMster host computer can realize the

purpose of downloading APP through CANFD o
5.1The bootload directory is structured as follows

=5 app

L@l main.c
J main.h

= can_iso_tp

e3] J can_iso_tp.c
=21 FIFOQUEUE.c
= j meou_lock.c
ﬁ cmsis_armclang.h
3 rcu_lock.h
1 stdint.h
= liZ Uds_server
. IEJ SEMVEF.C
=l 2] UDsS27_SA.c
E|—3~1 JumpTolAPP.c
'-"-.j crcblib.c
Drivee
flash.c
flash.h
MultiCAM_handler.h
systick.c

LBULE

syetick.h

Pt CAMN_handler.c
CMSIS

-4 Device

&

Figure 29
5.2How to add or delete the UDS service in bootload

Add or remove the UDS service by changing the service code in the server.c file in the UDS_serice directory.
=l {3 Uds_server

+ J censer.c
L] UDS27 SA.c

- _] JumpToAPP.c

i _] TP_Config.c

1 ] crelib.c
Figure 30

The UDS service interface function is as follows: uint8_t udsServer_requestProcess(const uint8_t payload[],uint32_t
size) can be called to implement the UDS service response. The payload[] parameter is a pointer to the buffer of the
received data, and the size parameter is the size of the received data.The UDS service ID and UDS service function inside

server.c can be added or deleted to achieve the purpose of service increase or decrease, as shown in Figure 31 below:

LT X 2 AR 4801 5 209 =
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void UdsServerRequestProcess (const uinté t * payload,uint32 t size)
{

ServerData.rxMsglength= size;
ServerData.sid=payload[0]:
if (SexrverData.rxMsgLength>0)
{
for (uint32 t i = 0;i<ServerData.rxMsgLength;i++)
{
SexverData.rxMsgData[i]=paylcad([i]:

switch (SexrverData.sid)

{
case UDS_SID DiagnosticSessionControl:
UDS_Serice DiagnosticSessionControl():
break:

Figure 31
5.3Modify the functions and unlocking functions of the 27 service generation seed

The service provides the Creating_Seed(){} seed generation function; PasswordGenerator(){} key generator function;
SecurityAccess_unlock(){} Secure access to the unlock function; The Creating_Seed(){} function is used to generate the seed
needed for secure access. Users can modify the internal algorithm to generate different seeds according to their own
requirements. The UDS_SericeAccess_Seed[Access_num] array is used to store the generated seed. Access_num indicates
the number of bytes occupied by the seed. PasswordGenerator(){} This generates the key needed to secure the unlock from
the Seed; The variable UDS_SericeAccess_Key[Access_num] is used to store the generated key, and Access_num indicates
the number of bytes in the key. PasswordGenerator(){} This function validates keys and UDS_ passed in from outside
Whether SericeAccess_Key[Access_num] is consistent. If the consistent function returns 0, the secure access unlocking is
successful. If not, the function returns 1, the secure access unlocking is failed. The function looks like this:

uint®_t UDS_SericeAccess Seed[ACCESS NUM]={0};
uincg t UDS Sericelccess Key[ACCESS NUM]={C}:

random sceeds

./
void Creacting Seed(uint8® _t UDS_Sericelccess Seednumi],uinctd_t keynum)
{
/You can modify the Seed reguired for production by yourself
if (keynum=—4)
{
UDS_Sericefccess Seednum[0]=(uint8_t) (UDS27_RN%25
UDS Sericelccess Seednum[l]=(uintd :](UDS*?_RH%;
UDS_Sericefccess Seednum([2Z]=(uint8_t) (UDS27_RNS5S
UDS_Sericefccess_Seednum[3]=(uincs_xt) (UDS27_RN%Z);

R R X % 4801 %5 209 &
Room 209, No 4801 Caoan RD. Shanghai
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* fbrief Keys are gensrated according to the algorithm, and the algorithm for generating keys can be changed
* @param

* @return None.

Eprivate

void PasswordGenerator(const uintd _t UDS_SericeBocess Seednum{],uint8 t UDS SericeAccess keynum[],uintd_t keynum)

/fYou can modify the Eey according to che Sesd
uintd t i

uint3? t key = OXLECILEf)

while |keynum==-)

{
key = [ulntaz_cl [U‘DS_Sericekccess_Seedmum[keynm]] <C 24;

for (1 =0; 1< 5; +i)

if ( key & Oxad0 )

key = (key <X 1) * 0x04C11D87;
else

key <= 13

}
UD5_Sericedccess_keynum[0]=(uinch t)key:
UDS_Sericedocess keynum[l]=(uinté_t) (key>>8);
UDS_SericeAccess keynum[2]=(uints t) (key>>1e):
UDS_SericeAccess keynum[3]=(uinch t} (key»>24);

TecoIn i
I {
738

1

{

71 (nDe zerTosyoceas IN[T]==nDp eeiTecyccsas kedumwir])
{
TOL(TUL T=n'T<ReAUmEtz+4)

&
ATULG £ pECATTRAYCCSWd MUTOCE(ATULY © QDD perTeeyccsua IN[]'RTUCE © DR perTecycceas wehumu[]tsTury £ peAumy)
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i3 authentie

uint8 t Securityhccess uniock{uintl_t UDS SericeAcoess TH[],uintd t UDS_Sericelccess Keynum[],uint t keynum)
{

for{int i=U;i<ksynum;i++}
{
if (UDS Sericedccess TA[il=UDS SericeRcoess Keynum[il)

elge
i
return 17
i
1

return Uz

Figure 32
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6.test report

6.1test report

Test entries

expected result

actual result

Remark/explanation

(using TSMaster) Use the The APP functions oK

host computer software to | normally

burn the APP application

After the APP has been The APP functions Flush more than 5 times,
flushed, it can be flushed normally OK

multiple times in a row

(e.g., 5 or more times)

Bootloader software It can be brushed OK Addresses start from
modifies the start address normally, the APP jumps 0x12002000 to 12040000
of App (within the normal correctly, and the function

address range) runs normally

When the App is flushed The APP functions OK

for the first time, power normally

down operation is

performed on the ECU

during the connection

phase. After power on

again, you can re-brush

again.

When the App is flushed The APP can be flushed OK

for the first time, power
down operation is
performed on the ECU in
the erase Flash stage of

APP program flushing.

normally

R R X % 4801 %5 209 &
Room 209, No 4801 Caoan RD. Shanghai
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After power on again, you

can re-brush again.

After the App is
successfully flushed, the
APP program is flushed
again. In the connection
phase, the power down
operation is performed on
the ECU. After power on
again, you can re-brush

again.

The APP can be flushed

normally

OK

In the flush process, the
ECU is disturbed to the
BusOFF state, and the ECU
can recover itself and
respond to the flush

instructions normally.

The APP can be flushed

normally

OK

In the connection phase of
the APP program flush,
interrupt the host
computer communication
(including the following
ways: click the stop button
in the host computer
software; Unplug the CAN
communication line;
Unplug the USBCAN
interface card) and resume
communication (including
the following ways: the
host computer software
starts running again;
Restore the CAN
communication line;
Connect the USBCAN
interface card), can again

normal flush.

The APP can be flushed

normally

OK

In the Flash erase phase of
the APP program flush,
interrupt the host

computer communication

The APP can be flushed

normally

OK

R R X % 4801 %5 209 &
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(ditto above) and resume
the communication (ditto
above), and the normal

flush can be performed

again.
The APP can be flushed OK
During the flush process, normally
CANH is disconnected, and
after recovery, it can be
flushed normally again.
During the flush process, The APP can be flushed OK
the CANH short-circuits normally

the power supply, and
after recovery, it can flush

normally again.

6.2Test phenomenon

1.A mock test.hex file was downloaded 5 times without failure.

® |0 fnable a - =
3 frotocol 50 T I Basic Di Config  E¥ Di ic Console # ic Ciagnostic
o R » x| | udock|[ | |md: © [ @emtecyacrun 100 2 | Resirun Tme:ion
UDS Test Aows & vau Type 1= ServiceName Address [1 Request(dx) [51 Responselox) @ Deay B Property
> B | SedColy  ifHrSiRER | Physc 1003 9 |[Rety:3][stop]
a seectionfly  EHDTCER | Physic 8502 0 |[Retry:0][5%op]
-] seectConfiy  iBiTdEH Physic 280301 0 [Retryz0][St0p]
a SeectCoafln  iHTEERTH Physc 1002 0 |[Retryo][stop]
-] sekctConfly A (E] Physic |Seed tevelil o [Reetr
| W seectConfiy  {RBIFIRAS AR Physic | 2E 00 00 00 0 [Retry-o][stop]
a SeectConfiy  THIEIT | Physc |getting started hex 0 [Retry:0][Smp]
| = Moemal ECUE S Physc |11 50 |[Retry:0][Stop]
] s
¥ Service Informaton (2 15015765-2
m = Q=
@ sbsolute. .. al . B Message Comment Type Data... 0@ @1 92 €3 04 65 06 87 9
|l = 578.76.., 1 755 Positive Heguest req Tx 1626 36 14 80 69 50 B1 FF E7
1 578.81... 1 7FF Positive Response Pos  RX 2 76 14
& 570.82... 1 755 itive Reguest req Tx 1826 36 15 FF E7 @5 98 D@ F8
B 578.88.... 1 JFF ive Response Pos ftx f: 76 15
B 578.89... I 755 ive Request req Tx 1818 36 16 28 69 &F 73 65 72
™ 578.95... 1 7FF itive Response Pos X 2 76 16
& 571.68... 1 755 itive Reguest req x 2 37 8e
8 571.98. .. 1 7FF ive Response Pos R 1 77
P 571.87... 1 755 ive Request req T 8 31 @1 @2 @2 8B 16 EF 9B
‘B 575836 . . 1 T7FF itive Response Pos Rx 4 71 @1 92 o2 I
B 571.24. .. 1 755 Positive Reguest req ™= 1 11
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2. Artificially simulate a test.Hex file from 0x12002000 to 12040000.

® | @ Enable Q- I
IE3 #otocel (S0 T ™ Basic Diagnostic Config B Diagnostic Console - Automatic Diagnostic
= 5 B > x| Ulinckl 100 | Real Run Tme:100
DS Test Hows © vald Type e Servicehame address =] =1 Responseitx) @ Deay B Property
> L Seectconlly i SEER Physe |10 O |[Retry:3)[Stap]
B | seacovy  BHOCRE Physc 8502 0 [RetyoTson)
-] seectoonfly il Physic 280301 0 [Retry:0][Stap]
] SeectConfll  EHErEnEEH Physic 1002 i [Retry:0][Szop]
-] SekectCoafly  92gihfE Physic |Seed Level:l 0 [Retr
I} seectConfiy  1RBIFEAS ARIE Physic | 2E 00 00 00 o [Retry:cl[stop]
[ ] SelectConfig 'Fm Physc | getting_started. hex o [Retry:0][Stop]
| & Hormal ECUBE Physc 11 50 |[Retry-0][Stap]
s i
¥ Service Informaton (= 15015765-2
m X7 @ =
@ ibsolute, .. Il Ident... B Message Comment Type Data... 0@ @1 92 @3 .04 @5 06 B7 9
| -B579.76... 1 255 Positive Reguest req Tx 1626 36 14 88 6% 58 Bl FF E7
& 578.81. . 4 7FF Positive Response Pos Rx 2 76 14
B 570.82..., 1 755 Positive Reguest req % 1926 36 15 FF E7 @5 98 D@ F8
-2 570.88.... 1 7FF Positive Response Pos Rx E: 76 15
B 579.89. .. : T o Positive Reguest req Tx 1818 36 16 28 69 6E 73 65 72
& 579.95.. . 1 7FF Positive Response Pos Rx 2 76 16
-8 571.68. . i 755 Positive Reguest reg Tx 2 37 8e
& 571, ee‘.. 1 TFF Positive Response Pos R 1 77
& 571.87. i 755 Positive Reguest req T 8 31 @1 82 82 8B 16 EF 9B
= 5)‘1.16. e 1 7FF Positive Hesponse Pos Hx 4 71 &1 92 62 I
B 571.24... i 755 Positive Reguest req Tx 1 11
N = pra. =]
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